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IF THIS THEN...WHAT?

SECURITY AND PRIVACY IN TRIGGER-ACTION SYSTEMS

Can people be primed to think about security and privacy when setting trigger-action
rules for smart home devices?
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Users are often not able to
anticipate or fully understand
the security implications
of these rules, especially
when multiple rules create
unpredictable knock-on effects.
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individual characteristics - namely propensity to adopt
technology, perception of security risks, trusting beliefs, and
privacy concerns - impacted people’s choices.

We found that users who showed greater awareness of the
privacy practices of smart home companies tended to produce
high security scores. They were less likely to take risks when
enabling rules to connect devices and services.

Increased concern about exercising control over personal
information was associated with lower security scores,
suggesting a preoccupation with privacy may encourage
security to be neglected.
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There were also strong suggestions that the more people trust
online companies, or the more users expect to benefit from
smart home technologies, the less likely they are to keep their
personal information private. Enthusiasts for IFTTT and
technology are more willing to put their privacy at risk, as one
might expect. This shows how opinions that people hold about
technology carry over to the choices they make when setting up
smart home technology.

Overall, the findings of this project reinforce the importance
of stressing the risks to security and privacy of IFTTT in smart
home contexts. Consumers would benefit from more support
in understanding how their systems are configured, as well

as the potential knock-on effects of further device upgrades
and additions, to facilitate the secure adoption of smart home
technology.
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